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Abstract—With the flourishing of the Agricultural Internet of
Things (AIoT), analyzing large-volume sensor data has become a
regular requirement for agricultural decision-making. Federated
learning (FL), which facilitates scattered AIoT devices to train
models collaboratively, has gained significant attention. However,
traditional FL poses challenges in AIoT scenarios, such as wide
geo-distribution, heterogeneous data distribution, and high-device
risks. Existing works tend to be one-sided and remain unclear on
how to tackle these issues thoroughly in AIoT. To fill the gap, we
present Bc2FL, a double-layer blockchain-based FL framework,
which enhances both learning efficiency and security for AIoT.
The double-layer blockchain, coupled with a two-stage consensus
algorithm, drives the hierarchical FL process to enable efficient
and reliable agricultural knowledge-sharing. In addition, Bc2FL
adopts an adaptive model aggregation algorithm to dynamically
tune noise levels based on the model quality, further improving
the learning security and model credibility. Finally, the extensive
experimental results demonstrate that Bc2FL not only improves
the model accuracy by up to 21.17% compared with the state-of-
the-art baselines, but also enhances the privacy protection within
an additional error of only 2.1%.

Index Terms—Agriculture IoT, blockchain, federated learning
(FL), knowledge-sharing, privacy protection.

I. INTRODUCTION

AGRICULTURE, being a fundamental pillar of economies
in both developing and developed nations, has compelled
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governments to explore avenues for sustainable development.
Combining machine learning (ML) and the Internet of Things
(IoT) in pursuit of agricultural intelligence has emerged as an
effective method [1], [2]. Essentially, it embeds comprehensive
analytics into every aspect of decision-making in agricultural
production, facilitating refined and scientific management.
The Agricultural IoT (AIoT) is responsible for gathering
information on crop growth, soil temperature, humidity, and
other factors on the farm. By analyzing this data, ML systems
provide predictions for optimal seeding times, irrigation sched-
ules, and spraying techniques. In this way, both crop yield
and quality are improved, while water and pesticide usage is
reduced [3].

In general, the agricultural environment is diverse and
varies by region. Each region possesses unique and valuable
knowledge in specific areas, such as pest and disease man-
agement or irrigation strategies. Thus, regional ML models
are not immune to mispredicting due to over-fitting. As
a distributed ML paradigm without explicit data exchange,
federated learning (FL) enables participants (e.g., farms) to
utilize local data for training and then aggregate models from
diverse sources via a centralized parameter server [4]. It
provides a relatively secure solution to tackle cross-regional
knowledge-sharing concerns in conventional ML-based intel-
ligent agriculture [5], [6]. In addition, the growing computing
power of edge devices also promotes the integration of FL into
AIoT [7], [8]. Nonetheless, the gradient updates within FL
still disclose significant information about participants, posing
risks of data tampering and privacy breaches due to malicious
server behavior [9], [10]. Beyond FL itself, security risks arise
from adversary attacks on AIoT devices, including model
attacks [11], inference attacks [12], backdoor attacks [13], and
poisoning attacks [14].

Recently, blockchain, known for its reliable and decen-
tralized nature, has emerged as a promising solution to
mitigate the malicious server behavior and external attacks
in FL [15]. Existing works [16], [17], [18] generally aim
to reduce reliance on centralized servers via blockchain,
while improving security and efficiency. Specifically, gra-
dient update processes are encapsulated as transactions,
audited and recorded by all peers in the network via a
consensus process. This way creates a global, tamper-proof
ledger, thus ensuring secure and reliable knowledge sharing.
Other studies [19], [20], [21] also incorporate well-optimized
privacy-preserving mechanisms, such as differential privacy
(DP) or multiparty secure computation. Nonetheless, most of
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them cannot be used in AIoT with wide geo-distribution, high-
device risks, and heterogeneous data distribution, due to the
following basic challenges.

1) Communication Efficiency Issues of Cross-Regional FL:
It is impractical to apply the standard FL pattern
directly to large-scale IoT devices deployed across geo-
distributed farms. Each participant within farms needs
to transfer its local model parameters to a remote
centralized server during each iteration, leading to
significant communication overhead and cost. Due to
the poor region-to-region network, integrating decen-
tralized blockchain techniques would exacerbate this
issue [6].

2) Multiparty Trust Issues in Global Model Aggregation:
AIoT devices are exposed to natural environments,
where they face risks of crashes or attacks. These
untrusted devices may leak private information and
compromise model aggregation. For instance, they
may provide spurious parameters to benefit them-
selves, engaging in free-riding behavior [16]. Thus,
farm managers often adopt defensive privacy protection
policies that over-mask the local model, reducing its
performance.

3) Heterogeneous Data Distribution Issues Across Regions:
In general, natural environments and agricultural prac-
tices vary greatly from region to region, resulting in
different crop needs and growing conditions. The distri-
bution of AIoT data collected across regions is therefore
distinct. This heterogeneity inherently poses challenges
for each farm in accessing genuinely valuable knowledge
from others [19].

In this article, we propose Bc2FL, a unified FL framework
built on a double-layer blockchain that facilitates efficient and
secure knowledge sharing across regions for AIoT. Concretely,
it enables geo-distributed farms connected by AIoT to jointly
train models. To improve the efficiency and security of cross-
regional parameter updates, Bc2FL implements a hierarchical
FL process via a well-designed double-layer blockchain. The
hierarchical structure is bridged via a shared blockchain
node in each farm, reducing the communication frequency
across regions. To ensure transparency and consistency in
parameter updates, Bc2FL further adopts a two-stage consen-
sus algorithm. Each stage operates within the corresponding
blockchain layer to facilitate coordination and accounting.
Besides, to improve the system’s robustness, we design an
adaptive global model aggregate (AGMA) algorithm, which
dynamically adjusts the aggregate weight and noise lev-
els based on the model quality, without sacrificing privacy
protection. In this way, the resulting joint global model can
effectively exploit the most valuable knowledge distilled from
swarm intelligence. To sum up, the contributions of this article
are summarized as follows.

1) We design Bc2FL, a double-layer blockchain-driven FL
framework. Coupled with the two-stage consensus algo-
rithm, it implements an efficient hierarchical learning for
AIoT, while ensuring transparency and compliance.

2) We integrate the AGMA algorithm into Bc2FL, enhanc-
ing the accuracy of the noised model while reducing the

TABLE I
COMPARISON OF BC2FL AGAINST RELATED WORK

risk of privacy leakage and interference from heteroge-
neous data distribution.

3) By extensive evaluation, we illustrate that Bc2FL out-
performs the baselines, achieving up to a 21.17%
improvement in accuracy. Besides, it enhances privacy
protection while maintaining an extra accuracy error
within 2.1%.

The remainder of this article is organized as follows. A
brief review of related works is given in Section II. Section III
describes the basic knowledge of AIoT and FL. We introduce
the high-level designs of Bc2FL in Section IV. The AGMA
and two-stage consensus algorithms are shown in Section V
and Section VI, respectively. The experimental results are
presented in Section VII. Finally, this article is concluded in
Section VIII.

II. RELATED WORK

Given the challenges mentioned earlier, we mainly focus on
the following three subtopics of FL and present a comparison
of Bc2FL with the most related work in Table I.

A. Privacy-Preserving Federated Learning

Classical FL paradigm [4] proposed by Google is vulnerable
to poisoning attacks, which leads to the untrustworthiness and
inaccuracy of the global model. To mitigate this challenge,
numerous new techniques have been proposed.

Some works [22], [24], [25] enhance and integrate DP and
secure multiparty computation into FL to ensure data privacy.
However, these schemes remain vulnerable to malicious gradi-
ents due to the encryption that complicates the calculation of
the similarity between local gradients. To address this problem,
ShieldFL [26] and PBFL [19] show a secure cosine similar-
ity method to measure the distance between two encrypted
gradients. For secure aggregation protocols, ACORN [27]
enhances the computing efficiency of FL. ELSA [28], building
on Prio+ [29], addresses malicious actors with an efficient
and robust handling mechanism. Also, Liu et al. [30] adopted
homomorphic encryption as the underlying technology and use
logarithmic function-based gradient data extraction to penalize
malicious clients, though this approach cannot prevent mali-
cious server behavior. Inspired by ML technology, FELIDS [6]
constructs an intrusion detection system based on the deep
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learning for AIoT infrastructure. Nonetheless, the above solu-
tions still face challenging tradeoffs between model security
and accuracy, or introduce intolerable computing overhead,
especially in the resource-limited IoT.

B. Hierarchical Federated Learning

Some works [31], [32] propose hierarchical FL frameworks
for knowledge sharing in vehicular IoT to address distributed
models and privacy concerns. However, the long-distance and
high-speed movement of vehicles imposes significant demands
on in-vehicle sensors, potentially resulting in increased system
latency. To mitigate these problems, several efforts [16], [17],
[20], [23] aim to optimize communication and aggregation
efficiency. For instance, DAM-SE [16] incorporates competitive
voting verification with a two-layer aggregation mechanism to
decrease the communication overhead related to node security
verification. Similarly, ChainsFL [17] incorporates Raft-based
shard networks with a DAG-based main blockchain to enhance
training efficiency and robustness. AHFL [20] strikes a balance
between resource efficiency and privacy protection by offloading
training to neighboring edge devices, along with a two-
level DP mechanism. In this context, ShapeFL [33] further
reduces communication costs and enhances learning accuracy
by adjusting data distribution at the edge, while FedUC [23]
improves the convergence of aggregation methods (centralized
or decentralized, synchronous or asynchronous) among clusters
for hierarchical FL. In practice, AIoT applications are generally
not latency-sensitive [3], as crop growth conditions are relatively
stable over short periods. In contrast, our objective is to
implement a unified, scenario-appropriate hierarchical FL
framework for AIoT applications to enhance knowledge sharing,
aligning with [31] and [32]. Hence, Bc2FL is designed as
a cost-effective framework that maintains high accuracy and
security within tolerance communication overhead. The above
optimizations are orthogonal to Bc2FL, but can be integrated
to meet bursty demands.

C. Blockchain-Based Federated Learning

Recently, blockchain-based FL solutions have garnered
considerable attention, owing to their immense potential to
address security concerns in data sharing within the IoT.

Preventing the leakage of sensitive data during device fault
detection is a critical challenge in industrial IoT. Wei et al. [34]
utilized blockchain to empower FL participants in industrial
IoT with control over shared data access. Zhang et al. [35]
furthered incorporates incentive smart contracts to motivate
clients to contribute their data and computing resources. In
the realm of smart home IoT, Zhao et al. [21] introduced a
blockchain-based privacy-preserving data-sharing framework,
which integrates DP on extracted features and a novel nor-
malization technique into FL. Similar to [36], Lu et al. [18]
utilized reinforcement learning and digital twin authorization
to schedule relay users, thus improving communication effi-
ciency and enhancing privacy protection. In terms of vehicular
IoT, Pokhrel and Choi [37] replaced the centralized server
with blockchain and construct an analogous vehicular network
model to measure the impact on system performance. In

TABLE II
NOTATIONS AND THEIR DEFINITION

addition, Issa et al. [38] emphasized that blockchain is an
excellent solution for tackling security challenges in IoT,
particularly in agriculture.

Despite these benefits, the common Proof of Work (PoW)
consensus algorithm within blockchain poses challenges, as
it is resource-intensive and may risk privacy leakage during
the verification process. Overall, further research is needed
to explore how blockchain can be effectively utilized to
establish a secure and trust-oriented FL framework tailored
for multiheterogeneous AIoT, a crucial aspect that has been
overlooked in the existing literature.

III. PRELIMINARIES

In this section, we characterize the AIoT (Section III-A),
and introduce the basic knowledge of FL and DP
(Sections III-B and III-C). For clarity, the important notations
in this article are listed in Table II.

A. Agricultural IoT

In the era of Agriculture 5.0, the deployment of IoT devices
(e.g., soil sensors, weather stations, and crop monitoring tools)
continues to increase, tending to form an extensive AIoT [39].
It seamlessly connects numerous scattered devices across geo-
distributed farms to gather diverse data, providing a traversal
infrastructure for ML-based agricultural intelligence [2].

In general, agricultural practices and settings (e.g., climate
and soil types) vary from region to region, resulting in
different crop demands and growth status [40]. AIoT data
from individual regions often contains unique and valuable
knowledge in specific areas. For instance, one region could
specialize in managing specific pests and diseases, while
another may have extensive expertise in optimal irrigation
practices for certain crops. Thereby, regional models can easily
overfit to specific agricultural settings if trained individually.
This concern motivates us to engage in FL-based agricultural
knowledge sharing [5], [6] across regions. Due to inherent
disparities, however, the distribution of data from various
regions is heterogeneous. This severely affects the global
model convergence, making it challenging to generalize across
agricultural scenarios [23].
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Fig. 1. Framework of FL.

On the other hand, current AIoT [41], [42], [43] protects
data privacy via network authentication and device encryption,
and uses blockchain to enhance traceability for efficient
data management. However, due to inadequate configuration
and implementation, these AIoT devices remain susceptible
to external malicious attacks that compromise farm pri-
vacy. Besides, they are exposed to the natural environment
for extended periods, resulting in low-quality data collec-
tion due to potential equipment damage. Significant efforts
[6], [44], [45] have been made to address the above issues,
demonstrating practical effectiveness. Nevertheless, there is
still a lack of a unified framework to fully consider the
characteristics of AIoT to achieve efficient end-to-end FL
for it.

B. Federated Learning

Fig. 1 illustrates the standard FL paradigm that generally
involves a central parameter server and n participant denoted as
{p1, p2, . . . , pn}. The objective of the n participants is to coop-
eratively train a global model mG without exchanging their
local data. Specifically, participant pj possesses a local dataset
Dj, where j = 1, 2, . . . , n. We use D = {D1, D2, . . . , Dn} to
denote the joint dataset. In the tth iteration, each participant pj

utilizes the dataset Dj and current global model mt−1 received
from the parameter server to update the respective local model.
The above iterative process aims to optimize the following
function:

F(x, m, y) = min
m E

(x,y) ∼D̃L(x, m, y) (1)

where x is the training data, y is the corresponding label,
L(x, m, y) is the empirical loss function, and D̃ is the data
distribution. Next, the participant pj sends its local model
mj

t to the central server. The central server then aggregates
parameters {mj

t}nj=1 received from n participants using the
FedAvg algorithm [4], which is the current common model
aggregation method and is shown in

mt =
n∑

j=1

ζ
j
t mj

t (2)

where ζ
j
t = (|Dj|/|D|) and

∑n
j=1 ζ

j
t = 1.

Finally, the parameter server sends the global model mt to all
participants, and then each participant pj continues to update
the respective local model.

Fig. 2. System architecture of Bc2FL.

C. Differential Privacy

DP is a privacy-preserving model that addresses differential
attacks and ensures that data can be used for research or
analysis without causing data leakage.

Definition 1 (ε-DP [46]): Given a random function M, for
any two datasets D and D′ differing on at most one record, i.e.,
|D�D′| ≤ 1, and any subset O ⊆ Range(M), the randomized
algorithm B achieves ε-DP if

Pr[B(D) ∈ O] ≤ eε · Pr
[
B
(
D′

) ∈ O
]

(3)

where Pr[·] returns the probability and ε is the privacy budget.
The closer ε is to 0, the better privacy protection will be.

Definition 2 (Local DP (LDP) [47]): In the LDP setting,
the centralized third party cannot be trusted. It transfers the
work of data privatization to each user who handles and
protects personal data by himself, which greatly reduces the
possibility of privacy leakage. For two datasets D and D′, as
well as a randomized function f : D→ R

d, the local sensitivity
s is defined as

s = �f = max
D′

∥∥f (D)− f
(
D′

)∥∥
1 (4)

s.t. |D�D′| ≤ 1 (5)

where the local sensitivity s associated with D, reflects the
biggest range of query function f in D′.

The Laplace mechanism is generally used to enhance ε-DP
by adding independent zero-mean Laplace noise to the query
results.

Definition 3 (Laplace Mechanism [48]): Given a function
f : D → R

d over domain D, the mechanism M meets
ε-DP after adding noise to the original output f (D), which is
expressed as

M(D) = f (D)+
〈
Lap

(
μ = 0, b = s

ε

)〉
(6)

where Lap(·) is the Laplace noise, and μ and b are location
and scale parameters of Laplace distribution, respectively.

IV. BC2FL DESIGN

A. Overview

The overall system architecture of Bc2FL is illustrated in
Fig. 2, deployed across multiple geo-distributed farms con-
nected by AIoT. Within each farm, AIoT devices (e.g., sensors)
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TABLE III
ROLE SETTINGS OF NODES IN THE DOUBLE-LAYER BLOCKCHAIN

are sparse and scattered, tasked with collecting raw agricultural
data (e.g., soil and weather information) for horizontal FL.
The collected data, generally assumed to follow the same
distribution [23], is stored in the nearest edge server. These
edge servers communicate peer-to-peer through a relatively
stable dedicated network (i.e., inside a farm), which is notably
faster than farm-to-farm networks. To improve the security and
efficiency of FL across the entire AIoT, Bc2FL is developed
to be decentralized by replacing the traditional centralized
parameter server through a double-layer blockchain system
(Section IV-B). Specifically, the layerwise blockchain nodes
collaborate as the participants to carry out a hierarchical FL
process and (joint) global model aggregation (Section IV-C).

B. Double-Layer Blockchain

The double-layer blockchain in Bc2FL consists of a main-
blockchain layer that deploys a consortium blockchain and a
sub-blockchain layer deploying multiple private blockchains.
These two layers are bridged through shared nodes. To ease
the understanding, Table III shows the role settings of various
nodes in the double-layer blockchain.

1) Sub-Blockchain Layer: The sub-blockchain layer con-
sists of multiple private blockchains, each of which is deployed
on a farm within the AIoT and responsible for implementing
local FL on that farm.

In a private blockchain, each node (i.e., edge server), called
a FL gateway (FLG), acts as a worker node, implementing the
training for local FL. The dataset originates from a collection
of nearby AIoT devices. Each FLG then transmits its learning
results (i.e., local model) to other FLGs in the same private
blockchain to aggregate a global model. Note that, a key
FLG is required to be selected as the key node of the private
blockchain (KNPB). We use a node election method based
on verifiable random functions [49] to reduce the probability
of malicious nodes being elected, while averting the frequent
election. The responsibilities of the KNPB include collecting
and packaging model training results (i.e., transactions) into
candidate blocks, as well as publishing the new blocks to
the private blockchain. Moreover, a classifier is embedded
in the KNPB to classify the heterogeneous sensor data,
enabling the realization of multiple disjoint FL processes upon
homogeneous data.1

2) Main-Blockchain Layer: In the main-blockchain layer,
the KNPBs from various farms are regarded as shared nodes

1The data collected extensively by IoT devices is partitioned on demand,
ensuring that each group contains homogeneous data, which is then processed
by a dedicated FL model.

Fig. 3. Hierarchical FL process of Bc2FL.

to form a consortium blockchain. Each farm licensed by the
consortium blockchain can build its private blockchain.

In the consortium blockchain, each node (i.e., KNPB)
acts as a worker to implement the training of global FL
over the entire AIoT. It transmits its training results of
homogeneous data FL to other KNPBs to aggregate the joint
global model,2 and update the global model of the respective
private blockchain. Similarly, a key node of the consortium
blockchain (KNCB) is selected from all the KNPBs to collect
and package the transactions into candidate blocks, as well
as publish the new blocks to the consortium blockchain. Note
that KNPBs, as blockchain nodes with special management
functions, belong to both private and consortium blockchains.
They bridge the double-layer blockchain through these dual
identities. Moreover, delegating transaction packaging rights
to the key node in both private and consortium blockchains
helps mitigate potential system delays stemming from complex
assignment mechanisms.

C. Hierarchical Learning Process

Coupled with the double-layer blockchain, the model train-
ing process in Bc2FL is designed to be hierarchical. As shown
in Fig. 3, the blockchain nodes collaborate to achieve credible
and efficient FL. Specifically, it consists of the local FL in the
sublayer and the global FL in the main-layer, which involves
the following steps:

Step 1 (Preliminary): In the sub-blockchain layer, the
classifier divides raw data according to its structure (e.g.,
image) and assigns them to the corresponding FL group. To
ensure that homogeneous data are grouped together, KNPBs
share respective grouping results in the main-blockchain layer.
However, a compromised classifier may misclassify different
types of data into the same group. In such cases, the system
must terminate the ongoing learning process and initiate a view
rotation to reposition the classifier.

Step 2 (Local FL): Within each private blockchain, FLGs
collect local sensor data and execute specific FL algorithms
based on the grouping results until the model converges.
Following local training, each FLG shares its training result
as a transaction of the private blockchain (TxPB) with others

2The model further aggregated from the global models provided by various
private blockchains is called the joint global model.
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in the same private blockchain. Subsequently, each FLG
updates its local model using the weighted TxPB (the weighted
mechanism will be introduced in Section V).

Step 3 (Publishing Blocks of Private Blockchain): In each
private blockchain, the KNPB continually collects TxPBs from
the corresponding private network within a predefined time
interval, and packages the verified TxPBs with local consensus
(the consensus algorithm is shown in Section VI) into a new
block. After that, KNPB publishes the new block to the private
blockchain for knowledge sharing on the individual farm.

Step 4 (Global FL): Similarly, each KNPB shares its model
training result in the form of a transaction of consortium
blockchain (TxCB) with other KNPBs in the consortium
blockchain. Unlike local FL, each KNPB shares the received
TxCBs again with all the FLGs in the corresponding private
blockchain. Meanwhile, these FLGs update their local training
results with the weighted TxCB. When the training results
converge, the joint global model of the whole system can be
obtained.

Step 5 (Publishing Blocks of Consortium Blockchain): The
KNCB continuously collects the TxCBs from the consortium
blockchain network at a predefined time interval, and packages
the verified TxCBs with global consensus into a new block.
Then, the KNCB publishes the new block into the consortium
blockchain for knowledge sharing between different farms.

V. ADAPTIVE MODEL AGGREGATION ALGORITHM

In this section, we propose the AGMA algorithm, which
dynamically adjusts the aggregate weight and noise lev-
els based on the model quality, without sacrificing privacy
protection.

A. Algorithm Overview

Low-quality or falsified local models can severely distort the
global model [15], [23]. This risk is particularly pronounced
in AIoT, stemming from: 1) heterogeneous data distribution
across farms, along with participants prioritizing their own
interests and 2) over-masking of local models due to defensive
privacy strategies. Besides, this issue is further exacerbated by
hierarchical learning, even if aggregation updates are carefully
recorded. Given this, Bc2FL adopts an adaptive global model
aggregation (AGMA) algorithm with low-overhead and no
additional communication. The process is illustrated in Fig. 4,
which tackles the above problems by integrating a dynamic
weighting mechanism and LDP based on the adaptive Laplace
mechanism, respectively.

Intuitively, the tth AGMA iteration for any participant, as
shown in Algorithm 1, adjusts the model aggregation weight
based on our incentive strategy. This algorithm increases the
contribution of high-quality model parameters and penalizes
low-quality ones. Owing to the heterogeneous data distribu-
tion across geographically distributed farms and the risk of
poisoning attacks [14], each participant is unable to directly
use unvalidated model parameters for aggregating the global
model [50], or even the joint global model. First, all received
local models are verified (lines 1–4). The dynamic aggregate
weights (see Section V-B) then are figured out according

Fig. 4. Overview of the adaptive model aggregation in Bc2FL. Step ➀:
Local training, steps ➁ and ➂: Noise addition via LDP based on the adaptive
Laplace mechanism, step ➃: Local parameter broadcast, steps ➄ and ➅: Model
aggregate with dynamic weighting, and step ➆: Global model update.

Algorithm 1: AGMA Algorithm
Input: The t-th model aggregation request, Req
Output: Global model, mt or mG

1 for participant pi ∈ P do
2 Get the noised local model m̂i

t−1 of pi;
3 Verify the model training result Hi

t using (10);
4 end
5 for participant pi ∈ P do
6 Calculate the model weight wi

t using (11) and (12);
7 end
8 Aggregate the global model mt using (7);
9 if Ht > HT and t ≤ T then

10 return mt;
11 else
12 mG ← mt;
13 Terminating the aggregation iteration;
14 return mG;
15 end

to the current and historical model quality (lines 5–7). The
tth AGMA aggregation is structurally similar to the classical
FedAvg, given by

mt = 1

n

n∑

j=1

wj
t · m̂j

t (7)

where m̂j
t denotes the local model of participant j with the

adaptive noise (see Section V-C) and wj
t denotes its dynamic

aggregate weight, note that
∑

j ω
j
t = 1. Finally, the global

model mG converges when the cross-entropy Ht drops below
the threshold HT , or when the maximum iteration limit T is
reached (lines 9–15). This process can be expressed as

mG ← mt (8)

s.t. Ht = H(mt) ≤ HT‖t = T. (9)

B. Dynamic Weighting Mechanism

At the beginning of the tth model aggregation, each partic-
ipant validates the local model m̂j

t received from participant
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j using its own test dataset (X, Y). Note that we use cross-
entropy as the validation criterion, defined as

Hj
t = Hj

t(ft(X), Y) = −
∑

xi∈X

yi log ft(xi) (10)

where Hj
t represents the cross-entropy of the model m̂j

t, yi is
the label of the test data xi, and ft(xi) is the output of m̂j

t. The
smaller the value of cross-entropy, the closer the probability
distribution predicted by the model is to the real result, i.e., the
higher the model quality. Based on the obtained cross-entropy
set {Hk

t }nk=1, we define the model quality qj
t of mj

t as

qj
t = 1− Hj

t(ft(X), Y)
∑n

k=1 Hk
t (ft(X), Y)

(11)

where n denotes the number of participants. To avoid unneces-
sary overhead, we do not evaluate the model quality for each
participant at each aggregation cycle. This process is carried
out regularly. If the model quality of a certain participant
decreases abnormally during a weight calculation round, the
participant is flagged as a “suspect.” It is then restricted until
its model quality returns to normal. Based on the model quality
verification history recorded as transactions, the cumulative
reputation score sj

t of participant j is derived as follows:

sj
t = 1

τ

∑t−1

k=1

1

1+ e
− log

(
qj

k

) (12)

where τ is the number of model quality verification cycles and
qj

k = e−10 if no record. To incentivize participants to actively
verify and contribute the high-quality models, we integrate the
above two metrics to adjust the aggregate weight ω

j
t of model

mj
t, i.e., {ωj

t}nj=1 = Normalized({qj
t · sj

t}nj=1).

C. LDP Based on the Adaptive Laplace Mechanism

DP has been extensively employed in FL to protect the
data privacy of participants [51]. Among them, LDP grants
users increased control and aligns well with the decentralized
design of Bc2FL (i.e., the centralized third party cannot
be trusted). Specifically, LDP permits each participant to
introduce Laplace noise into their local model parameters.
However, this approach may lead to reduced accuracy in model
transfer [21], illustrating a tradeoff between privacy protection
and model performance.

Recall that AIoT devices, exposed to natural environments,
are susceptible to different attacks. To bolster their security,
farm managers tend to apply the defensive LDP setting (i.e., a
generous privacy budget). However, this approach can lead to
excessive masking of the local model due to over-provisioned
noise. To mitigate the impact of LDP on model accuracy while
safeguarding participant privacy, we tailor the LDP based on
an adaptive Laplace mechanism. Let εb is the baseline privacy
budget set by the manager, the local model m̂j

t(t > 1) with
adaptive Laplace noise is expressed as

m̂j
t = mj

t + 1

1+ e−Hj
t−1

· Lap

(
s

εb

)
(13)

where s is the local sensitivity and Lap(·) is the raw Laplace
noise. Consistent with [21] and [24], we find that participants

Fig. 5. Overview of the two-stage consensus algorithm, in which the local
consensus processes are shown in green and the global consensus in blue.

with high-quality local models are less susceptible to attack
and are more affected by excessive noise. The opposite holds

for low-quality models. As such, we use (1/[1+ e−Hj
t−1 ]) ∈

[0.5, 1] as the adaptive noise regulation coefficient, which
means that the higher the model quality, the less Laplace noise
will be added (i.e., ε ≥ εb, where ε is the actual privacy
budget). Note that Hj

t−1 represents the last cross-entropy
calculation result (CECR) in the record. The coefficient also
prevents the under-provisioning of noise due to the lower limit
of 0.5.

Owing to the composability property of LDP [47], it is
recognized that the adaptive Laplace mechanism consumes a
relatively high-overall privacy budget. However, we empha-
size its effectiveness in addressing the majority of defensive
privacy-preserving strategies.

VI. TWO-STAGE CONSENSUS ALGORITHM

“Proof” consensus algorithms are mainly applied in public
blockchains. They require elaborate incentive mechanisms or
substantial computing power to solve cryptographic puzzles,
potentially degrading blockchain performance. Given that both
the consortium blockchain and private blockchains within
Bc2FL are permissioned blockchains, we thus propose a
“nonproof” consensus algorithm. To accommodate the double-
layer blockchain while preserving its global consistency, the
consensus algorithm is designed to be two-stage, which con-
sists of a local consensus stage in the sub-blockchain layer
(Section VI-A) and a global consensus stage in the main-
blockchain layer (Section VI-B). For clarity, their overview
and step-by-step execution are illustrated in Fig. 5.

A. Local Consensus in the Sub-Blockchain Layer

Bc2FL adopts a uniform local consensus algorithm for
each private blockchain in the sublayer, as illustrated in
Algorithm 2. Specifically, the detailed consensus process for
a random private blockchain PB∃ is outlined as follows:

Step 1 (TxPB Transmission and Global Model Aggregation):
During local FL, each FLG continuously collects learning
results (i.e., TxPBs) sent by others, and aggregates the global
model of PB∃ using the AGMA algorithm. Subsequently, each
FLG calculates the (CECR, i.e., training loss) using local test
data and broadcasts it within PB∃ (lines 1–3).
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Algorithm 2: Local Consensus Algorithm
Input: Global model of PB∃, mt

Output: New block of PB∃, Bn

1 for participant pi in PB∃ do
2 Calculate and broadcast CECRi of model mt;
3 end
4 τ, k← 1;
5 Initialize the candidate block Bc;
6 Initialize the new block Bn;
7 while τ ≤ TPB∃ or k ≤ 2N∃/3 do
8 KNPB collects CECRs and TxPBs into the candidate

block Bc of PB∃;
9 for CECRi in CECRs do

10 if CECRi ≤ HPB∃ then
11 k← k + 1;
12 end
13 end
14 τ ← τ + 1;
15 end
16 Bn ← Bc;
17 Broadcast and append the new block Bn to PB∃;
18 return block Bn;

Step 2 (CECR Collection and Block Generation): The
KNPB, as the key node of PB∃, constantly collects the CECRs
within a predefined time interval and packages these TxPBs
and CECRs into a candidate block (line 8). Although each
participant being capable of monitoring TxPBs and CECRs,
the candidate blocks are still packaged by the KNPB. This
ensures that participants do not have to compete for billing
rights in the permissioned blockchain, and it also reduces the
computing power consumption of other nodes.

Step 3 (CECR Validation and Block Publication): The
KNPB continuously tracks the CECRs. Let N∃ be the number
of nodes in PB∃. The KNPB will publish the candidate block
into PB∃ when the vast majority (i.e., more than 2N∃/3) of
CECRs are below the threshold HPB∃ or upon reaching the
timeout TPB∃ (lines 7–15). The newly published block will
be linked with the preceding block, and both parameters and
CECRs will be permanently recorded on the blockchain.

B. Global Consensus in the Main-Blockchain Layer

The global consensus in the main-blockchain layer con-
tains both the consensus process done by the KNPBs in
the consortium blockchain and the FLGs in each private
blockchain during the joint global model aggregation phase,
as shown in Algorithm 3. The detailed consensus process of
the consortium blockchain CB is described as follows.

Step 1 (TxCB Cross-Layer Transmission): During global FL,
each KNPB broadcasts the parameters of the global model
(i.e., TxCB), which has been consented to the PB∃ to which
it belongs. Afterward, each KNPB continues to broadcast the
received TxCBs within its PB∃, facilitating the sharing of
training results across different private blockchains.

Step 2 (Further Learning and Joint Global Model
Aggregation): The FLGs that receive TxCBs in PB∃ implement
further learning by aggregating the joint global model with

Algorithm 3: Global Consensus Algorithm
Input: Joint global model of the whole system, Mt

Output: New block of CB, BN

1 for participant pi in PB∃ do
2 Calculate and broadcast CECRi of model Mt;
3 end
4 for KNPBi in CB do
5 Collect CECRs in PB∃ where KNPBi belongs;
6 Broadcast CECRs in CB;
7 end
8 τ, k← 1;
9 Initialize the candidate block BC;

10 Initialize the new block BN ;
11 while τ ≤ TCB or k ≤ 2NB/3 do
12 KNCB collects CECRs and TxCBs into the candidate

block BC of CB;
13 for CECRi in CECRs do
14 if CECRi ≤ HCB then
15 k← k + 1;
16 end
17 end
18 τ ← τ + 1;
19 end
20 BN ← BC;
21 Broadcast and append the new block BN to CB;
22 return block BN ;

the AGMA algorithm. Especially, the model weights reflect
the training quality of the global model in PB∃. After that,
each FLG will calculate and broadcast the CECR of the joint
global model to others in PB∃ (lines 1–3).

Step 3 (CECR Collection and Block Generation): The
KNPB continuously collects the CECRs sent by the FLGs in
PB∃ within a predefined time interval and broadcasts them in
CB (lines 4–7). Then, the KNCB packages the CECRs and
TxCBs into a candidate block (line 12).

Step 4 (CECR Validation and Block Publication): The
KNCB continuously tracks the CECRs. Let NB be the number
of nodes in the double-layer blockchain. The KNCB will
publish the candidate block to CB when the vast majority (i.e.,
more than 2NB/3) of CECRs are below the threshold HCB

or upon reaching the timeout TCB (lines 11–19). The newly
published block will be linked with the preceding block, and
both parameters and CECRs will be permanently recorded on
the blockchain.

VII. EXPERIMENTAL EVALUATION

In this section, we first present the experimental setup and
datasets (Section VII-A) and evaluate the overall performance
of Bc2FL (Section VII-B). Next, we analyze the effectiveness
of its components (Section VII-C). Finally, we demonstrate
the system overhead of Bc2FL (Section VII-D).

A. Experimental Setup

Experimental Setting: We implement the Bc2FL framework
based on Python v3.6.10 and PyTorch v0.4.1. The double-layer
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Fig. 6. Training loss of various methods. (a) MLP and MNIST dataset. (b) CNN and MNIST dataset. (c) MLP and CIFAR-10 dataset. (d) CNN and CIFAR-10
dataset.

TABLE IV
SIMULATION PARAMETERS

blockchain system is established using Python Flask to
provide fundamental services (e.g., transaction creation and
block publishing). Besides, our proposed AGMA algorithm is
deployed in the form of smart contracts.

Dataset: We select two widely used real datasets,
MNIST [52] and CIFAR-10 [53], for model training and
evaluation. These datasets are evenly divided according to
the number of worker nodes in the sub-blockchain layer to
simulate the horizontal federation learning.

1) The MNIST dataset [52] is a grayscale image dataset of
hand-written digits, comparing 60 000 training samples
and 10 000 test samples.

2) The CIFAR-10 dataset [53] is a 10-class color image
dataset, with 50 000 training and 10 000 test samples.

Classifiers: We use a multilayer perceptron (MLP) and
a convolutional neural network (CNN) as the basic neural
classifiers to be learned. They can classify images in both of
the datasets above. More specifically, we utilize the stochastic
gradient descent (SGD) algorithm to iteratively update the
local gradient. The MLP model consists of two fully connected
hidden layers with a total of 64 neurons, and the CNN model
has a convolutional kernel size of 5× 5 and a step size of 1.
The other parameter settings are shown in Table IV.

B. Overall Performance

We discuss the overall performance improvement of Bc2FL
against two baselines: 1) a nonlayered traditional FL frame-
work (NL-FL) that employs the AGMA algorithm for global
model aggregation and 2) the start-of-the-art double-layered
FL framework (DL-FL) [23] with average update. In our
experiments, we generate Laplace noise using a random noise-
added function (random.Laplace), with a privacy budget
ε set to 0.3. Each farm is equipped with 30 edge servers.

Fig. 7. Learning accuracy of various methods. (a) MNIST dataset. (b) CIFAR-
10 dataset.

We evaluate the overall performance of Bc2FL in terms
of training loss and learning accuracy. Fig. 6 shows that
Bc2FL achieves the lowest loss compared to the baselines
for both the CNN and MLP models. Although the AGMA
algorithm is applied in NL-FL, its loss remains higher than
that of DL-FL, demonstrating that the double-layered learning
algorithm outperforms nonlayered FL. Fig. 7 illustrates the
best learning outcomes among the frameworks during training.
Compared to the second-best DL-FL, Bc2FL improves test
accuracy by an average of 12.41% and 21.17% for the MLP
and CNN models, respectively. This indicates that the AGMA
algorithm effectively improves training quality via the dynamic
tuning of local model weights. The models perform bet-
ter on MNIST compared to CIFAR-10. The reason is that
MNIST consists of grayscale images with only one channel,
whereas CIFAR-10 has RGB images with three channels. The
additional channels imply more complex feature extraction
during training, which accordingly results in lower learning
accuracy.

In a nutshell, our hierarchical learning framework leverages
the main-blockchain layer to aggregate underlying knowledge
from the sublayer, thereby enhancing the relevance of all data.
This process exemplifies the concept of swarm intelligence,
resulting in improved final learning accuracy.

C. Deep Dive of Bc2FL

We conduct a deep dive into Bc2FL to evaluate the impact
of the node number and privacy budget on the performance of
Bc2FL, and its overall security.

The Impact of Privacy Budget on Model Performance: We
examine the performance of the MLP model under different
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Fig. 8. Impact of privacy budget ε on model learning performance. (a) Fixed
noise. (b) Adaptive noise.

TABLE V
MODEL ACCURACY ERROR WITH VARIOUS NOISE-ADDING SCHEMES

privacy budgets, with ε set to 0.1 and 1. Recall that the smaller
the value of ε, the larger the added Laplace noise in LDP.

Fig. 8 illustrates a comparison of model accuracy between
the traditional fixed noise addition and the proposed adap-
tive noise scheme in the AGMA algorithm. As the privacy
budget increases, both schemes exhibit gradual improvements
in model accuracy and convergence speed. Nonetheless, the
results in Table V highlight that the adaptive noise scheme,
which adjusts according to model quality, significantly reduces
accuracy errors compared to the fixed approach. With privacy
budgets set at 0.1, 0.3, 1 and 5, the average model accuracy
error decreases by 0.639%, 0.423%, 0.102%, and 0.094%,
respectively. In summary, Bc2FL can achieve a tradeoff
between privacy protection and dynamic reconfigurability of
learning performance using the AGMA algorithm, especially
when the privacy budget is small.

The Impact of Node Number on Model Performance: We
compare the training loss and test accuracy of the MLP and
CNN models in Bc2FL across varying numbers of participating
nodes. Specifically, we maintain a consistent configuration
for the number of nodes per private blockchain in the
sublayer, within the range of [10, 30, 60, 100]. Each private
blockchain independently and randomly partitions the dataset
into 100 segments, ensuring each node receives 600 MNIST
samples and 500 CIFAR-10 samples.

As depicted in Fig. 9, both MLP and CNN models training
on the MNIST dataset experience a decline in training loss and
an improvement in training accuracy, as the number of joint
model aggregations increases. Concretely, a higher number of
nodes correlates with a more significant reduction in loss, and
the variability in loss gradually diminishes. When the number
of nodes exceeds 30, the training loss consistently converges to
below 0.5, and the accuracy stabilizes above 85%. As shown
in Fig. 10, the learning performance of MLP and CNN models
on CIFAR-10 mirrors that of MNIST. Consistent with earlier
findings, the model loss stabilizes below 1.6, and the accuracy

of the model trained with 100 nodes is 42.55% lower than that
on MNIST.

Security Evaluation: To assess the security of Bc2FL, we
compare it with vanilla federated learning (Vanilla-FL) [4] and
a blockchain-based (Vanilla-BL) framework [15]. Specifically,
Vanilla-FL assumes that all participants are trustworthy, and
Vanilla-BL employs a nonlayered consortium blockchain that
implements a fundamental consensus process. Following [54],
we simulate poisoning attacks by altering the labels of local
datasets at participating nodes, where the attack intensity ρ1 ∈
[0, 1] denotes the proportion of modified data labels. The
attack intensity of each malicious node is randomly distributed
within the interval [0, 0.5] to simulate real-world conditions.

We assess the impact of poisoning attacks on model accu-
racy across different proportions of malicious nodes, denoted
as ρ2. We set ρ2 uniformly for each farm. As shown in
Fig. 11, Vanilla-FL assumes all data is trustworthy, resulting in
a significant increase in test error as the number of malicious
nodes increases. When ρ2 is less than 0.3, Vanilla-BL shows
greater robustness than others by using consensus to audit
the data. However, when a majority of nodes are maliciously
attacked (i.e., a 51% attack [55]), its test error rises signifi-
cantly. In contrast, Bc2FL employs the AGMA algorithm to
dynamically adjust aggregate weights for low-quality models
from malicious nodes in time. Thus, it demonstrates enhanced
resilience against poisoning attacks. Furthermore, the layered
framework of Bc2FL enables the creation of multiple ledgers,
each managed by the private blockchain responsible for block
publication, further strengthening its security.

D. System Overhead

We utilize the stress testing tool Siege v4.0.4 and the request
access tool Postman to measure the external performance
impact of the double-layer blockchain during model
aggregation.

Fig. 12 illustrates the average computing delay and storage
overhead required by each node. As depicted in Fig. 12(a), as
the aggregate transaction volume increases, the communication
overhead in the system increases significantly, and each node
requires more space to record remote model parameters, so
the storage overhead basically shows linear growth. Similarly,
Fig. 12(b) shows that the storage overhead increases linearly
as the block length increases. Besides, affected by the ran-
domness of mining difficulty, the average computing delay
exhibits a fluctuating growth trend. As a result, Bc2FL employs
the double-layer blockchain to facilitate model aggregation,
enabling performance comparable to that of independent FL
without significantly impacting model training.

VIII. CONCLUSION

In this article, we introduce Bc2FL, a unified double-layer
blockchain-based FL framework for AIoT. The hierarchical
architecture and learning process of Bc2FL are well-suited to
large-scale, scattered, and privacy-preserving AIoT scenarios,
facilitating the integration of knowledge from farms across var-
ious regions to enhance model generalization. Bc2FL employs

Authorized licensed use limited to: BEIJING INSTITUTE OF TECHNOLOGY. Downloaded on February 10,2025 at 04:09:34 UTC from IEEE Xplore.  Restrictions apply. 



4372 IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 4, 15 FEBRUARY 2025

Fig. 9. Impact of node number on model learning performance under MNIST dataset. (a) Training loss of MLP. (b) Training loss of CNN. (c) Test accuracy
of MLP. (d) Test accuracy of CNN.

Fig. 10. Impact of node number on model learning performance under CIFAR-10 dataset. (a) Training loss of MLP. (b) Training loss of CNN. (c) Test
accuracy of MLP. (d) Test accuracy of CNN.

Fig. 11. Impact of malicious node share ρ2 on test error.

(a) (b)

Fig. 12. Overhead of double-blockchain system on Bc2FL. (a) Impact of
transaction number. (b) Impact of blockchain length.

a two-stage consensus algorithm to secure and stream-
line the hierarchical FL process, thus ensuring transparency
and regulatory compliance. Moreover, the AGMA algorithm
dynamically adjusts noise levels based on model quality, pro-
viding the adaptive privacy protection for intermediate model
parameters. The experimental results validate the effectiveness
and security of Bc2FL, showcasing that it outperforms the
state-of-the-art baseline solutions in model accuracy.

In summary, Bc2FL provides an effective and secure FL
solution with considerable potential for deployment in AIoT
settings. Bc2FL utilizes swarm intelligence to extract the
most valuable knowledge efficiently. Our future research
will aim to refine the algorithm and architecture (e.g.,
enhancing communication efficiency) to better manage more
complex application scenarios and achieve higher performance
requirements.
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