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Abstract—Public blockchains enable cryptocurrency and cross-
chain asset flows, but anonymity and near-real-time decision-
making complicate regulation. This paper adopts a network-
centric perspective to study cryptocurrency regulation within a
multi-layered network. We formalize sidechain interoperability
and commitment-based anchoring as structural coupling and sys-
tematize prior research across three dimensions: (i) cross-layer
governance, (ii) data-driven anomaly detection, and (iii) privacy
as restricted information flow. Based on this, we derive design
principles for verifiable anchoring, ex-ante checks, and low message
complexity. As a case study, we present AuditDC, a dual-layer
auditing system whose consortium smart contracts enforce ex-ante
checks, maintain differentially private reputation, and emit veri-
fiable cross-layer evidence. Finally, we summarize open questions
in the network-centric regulatory space and propose a research
agenda.

Index Terms—Cryptocurrency regulation, multi-layer netwo-
rks, cross-chain interoperability, auditing smart contracts.

I. INTRODUCTION

D IGITAL asset transactions between users around the world
have been enabled by public blockchains such as Bit-

coin [1] and Ethereum [2]. However, due to the pseudonymous
nature of transactions, cross-chain activity, and regulatory deci-
sion time frames, regulation requires special consideration [3],
[4]. Empirical studies show how quickly simple payment meth-
ods can evolve into complex, interconnected transaction struc-
tures through address reuse [5], [6]. This creates challenges
for regulators, exchanges, and infrastructure operators in audit-
ing transactions ex-post and raises coordination issues among
these parties. Platform providers increasingly offer interfaces
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for modular runtimes [7], enabling supervisory controls within
the execution fabric rather than as an external element applied
after transactions. This paper provides a regulatory framework
for multi-layer networks and explains how cross-layer structure
affects what regulators can verify and control.

In fact, modern cryptocurrency systems can be modeled as
multiple interacting graphs with distinct semantics. Each type
of consensus protocol generates a network of validators or peers
from BFT consensus protocols [8], [9] to longest-chain con-
sensus protocols [10]. Payment transactions generate a network
of transactions on a public blockchain, while the supervisor can
operate on a logically separate consortium blockchain of record-
keeping on top of a public chain [7]. Cross-chain arrangements
induce explicit networks of interactions in which transactions
made in one blockchain can affect another [11], [12], [13],
creating explicit links between layers that differ in their zones
of potential failure and in how transactions can be confirmed.
Anchoring, batching, and the selection of bridge validators are
actions that redesign the global network to increase the difficulty
of evasion or rollback while building trust at the bridge level,
according to XCLAIM [14]. For example, treating the cryptocur-
rency system as a multi-layer network [15], [16] enables us to
leverage concepts of robustness and control from the network
science literature. Interdependent networks experience failure
modes and phase transitions that do not appear on a single
layer [17], [18], allowing us to see how constraints move from
one layer to another in order to understand how actions taken by
one party locally impact the entire network, such as throttling a
bridge or freezing outputs onto that bridge. Treating regulation
as an intervention in a network allows us to articulate the design
objectives we want to achieve, enabling us to reshape the reach-
ability or propagation of risk with minimal disruption. Concepts
that derive from structural controllability and observability pro-
vide insight into what information should be anchored and what
actions will have a macroscopic effect [19], [20]. Cascading
failure analysis suggests explicit rollback limits and recovery
methods for addressing the disruption caused by deteriorating
cross-layer edges and when re-organizations occur [21], [22].

All effective supervisory designs must consider modern
blockchain systems [23]. While permissioned and permis-
sionless environments have different consensus mechanisms
and ultimately achieve different latency and throughput trade-
offs, this can be measured by BFT-style finality in consor-
tium blockchains [8], [9] and PoS-style committee sampling,
which facilitates both reduced confirmation time and simplified
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security arguments [24], [25]. In a permissioned environment,
the Fabric project separates execution from ordering and val-
idation while also providing contract interfaces that support
auditability [7]. Thus, a network-centric view will place fast
checks along relatively short critical paths, and anchor verifica-
tion evidence to make verifying the correctness of a transaction
inexpensive and make forgery very difficult. Ex-ante supervision
requires cross-layer evidence that can be consumed by on-chain
mechanisms to gate settlement actions.

Detection and privacy are vital components of transaction
processing, but they are most useful when viewed as elements in
an end-to-end network process rather than isolated analyses. The
methods for performing transaction tracing and attribution have
evolved from heuristic clustering [5] to machine learning applied
to transaction graphs and temporal flows. However, they remain
ex-post and thus do not provide a direct path to enforceable
constraints. Implementations of cryptographic privacy technol-
ogy (i.e., zero-knowledge protocols [26], [27] and short-range
proofs [28]), in conjunction with differential privacy technology,
provide primitives for releasing statistical results and ensuring
that the privacy of individuals with respect to their reputations
is maintained with formal guarantees [29], [30], [31], [32], [33],
[34]. Within a network-centric framework, these technologies
will provide the basic building blocks for constrained flow of
information via the use of structural interventions and cross-
layer anchoring.

Although much progress has been made on detecting his-
torical transactions, there remains a significant gap between
implementing actionable, ex-ante regulations. For example,
many existing detection systems [5], [6], [35] analyze recorded
transaction data and provide published labels. However, they
do not generally implement cross-layer constraints that could
prevent, slow, or delay the flow of high-risk transactions prior
to settlement. From consensus protocols, they have typically
optimized for safety and liveness. In bridge designs, they have
generally focused on functionality and throughput, with little
consideration for verifiable audit points. Therefore, we propose a
multi-layer network perspective in which the public transaction
layer, the consortium auditing layer, and the anchoring edges
connecting them form an interdependent system. Using this new
perspective, we survey architectures for regulation, learning-
based detection systems, and privacy technologies. Unlike most
previous surveys [3], [36] that consider security, consensus,
and privacy in isolation, we demonstrate how they can work
together across layers in a unified multi-layer network model.
We then present a case study of AuditDC, a dual-layer auditing
design that audits smart contracts to enable ex-ante regulation. It
provides reliable results via differential privacy, while anchoring
them to the transaction layer for enforcement verification via a
cross-layer authorization interface.

To sum up, this paper makes the following contributions:
� We present a network-centric model that casts cryptocur-

rency regulation as a multi-layer, interdependent network
with explicit cross-layer edges.

� We systematize prior work along three axes aligned with
network-centric regulation and distill design principles and
open challenges.

� We conduct a case study of AuditDC, an automatic and de-
centralized auditing system for cryptocurrency regulation
on a dual-layer blockchain.

The remainder of this paper is organized as follows.
Section II introduces structural background for cross-chain and
network-centric regulation. Section III surveys related work
and distills design principles and open challenges. Section IV
presents a case study of AuditDC, and Section V analyzes its
security and evaluates performance, scalability, and robustness.
Section VI discusses open problems, with the paper concluded
in Section VII.

II. PRELIMINARIES

This section outlines a network-centric regulation model.
We first define the “Regulating Blockchain with Blockchain”
paradigm. Then, we leverage cross-layer structures to map trans-
action flows and interoperability as carriers of verifiable evi-
dence. Finally, we summarize the main regulation mechanisms.

A. Blockchain Regulation Paradigm

Public blockchain networks process transactions globally
and can achieve Byzantine fault-tolerant consistency within
partially synchronous network models. Current platforms im-
plement consensus protocols with (i) probabilistic finality and
longest-chain consensus (e.g., Bitcoin [1]), (ii) deterministic
PBFT-style protocols (e.g., PBFT [8] and HotStuff [9]), (iii)
Hybrid designs with optimistic fast lanes and conservative de-
layed backends (e.g., Thunderella [37]) and (iv) Committee
sampling-based proof-of-stake protocols (e.g., Algorand [24],
Ouroboros [25] and Praos [38]). In permissioned environments,
decoupling execution, ordering, and validation into clear, pro-
grammable interfaces enables governance logic to be embedded
into transactions [39]. Hyperledger Fabric [7] demonstrates this
by isolating endorsement execution from sequencing, enabling
later verification via batched evidence. We introduce the Reg-
ulating blockchain with blockchain: deploying audit contracts
at a consortium audit layer to create verifiable auditing con-
straints for public blockchain stakeholders. The cryptocurrency
system is modeled as a multi-layer network comprising a public
transaction layer, a consortium audit layer, and cross-layer evi-
dence edges. Regulation involves observation and intervention
to change connectivity and flow, while ensuring safety, liveness,
and privacy [15], [40].

The dedicated audit layer has two uses. First, it reduces the
critical verification path by placing the costliest or most policy-
heavy computations as close to their policy execution point as
possible. PBFT [8] and HotStuff [9] can provide safety and live-
ness of decisions made in the audit layer under partial synchrony.
The audit layer allows ex-ante constraints to be imposed on a
multi-layer network through structural operations to limit risk
diffusion. The resilience of these designs relates to how cascad-
ing failures might occur in interdependent networks [17], [18]
and how interventions in multi-layer networks link regtech goals
through structural controllability and observability [19], [20].

Building these systems requires designing for adversarial
reorganizations, liveness under noise, and anchoring cost. The
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Fig. 1. Sidechain-based transfer across multiple blockchains.

choices made in selecting the substrate will determine the critical
path from alert to enforcement, potential queueing, and poten-
tial failure modes within the auditor interaction network [41].
HotStuff [9] provides a simple chained pipeline using linear
communication with stable leader rotations. PBFT [8] and Ten-
dermint [42] provide predictable commit routes under partial
synchrony through explicit view changes and quorum certifi-
cates. In proof-of-stake settings, Algorand [24] and Praos [38]
provide more stable confirmation horizons by ensuring that each
slot is verifiably randomly determined and that the effect of a
malicious party is bounded.

B. Cross-Chain Interoperability

In permissioned environments, sidechain-enabled interoper-
ability mechanisms improve interoperability and scalability be-
tween blockchains [43], [44], [45]. The traditional architecture
employs two-way anchoring mechanisms, in which assets are
locked to a primary, outward-facing ledger while a correspond-
ing representation is maintained on a sidechain. We survey cur-
rent research on cross-chain interoperability, including patterns
and threat models that affect the global transaction network.

The above processes produce cross-layer evidence edges:
commitments made to the state of one ledger can be val-
idated against the state of another ledger; thus, regulators
can enforce regulations across jurisdictions. Fig. 1 shows a
common anchoring arrangement based on an m-of-n multi-
signature script signed by a subset of a permissioned consor-
tium blockchain of validators acting as notary signers. Off-
chain complementary protocols can shorten settlement time
between connected ledgers and reduce contention. Fast bilateral
micropayment channels [46], Sprites (reducing state channel
collateral lock-time) [47], and other forms of access-controlled
off-chain interaction expand interoperable deployment patterns
in recent literature [48]. The reliability and discoverability of
cross-layer evidence edges depend on the design and structure
of their validator set and committed signature set, including
parameters defining threshold authorization [49] and remote
state validation. FlyClient [50] produces logarithmic-size proofs
of existence for lightweight clients. In high-throughput and
sharded environments, transactional topology manifests over
time, changing how evidence edges can and should be placed
and maintained [51], [52], [53], [54].

The existence of cross-layer evidence edges creates risks and
opportunities. Validator collusion may create fraudulent signa-
tures at the boundary between two blockchains, deceive light
clients, or exploit weak validation assumptions. XCLAIM [14]
provides formal models of trust assumptions for existing proto-
cols enabling cross-border blockchain assets. NIPoPoWs [55],
[56] provides a concise model of client acceptance of transac-
tions, minimizing the risk of exploitation by full nodes. Intro-
ducing distributed cryptographic-strength metrics will support
validator auditing and enable concise cumulative evidence via
polynomial commitments to spline curves [57], with validator
signatures threshold controlled via threshold ECDSA [58], [59].
Sampling validators via VRFs mitigates attackers targeting spe-
cific nodes, reducing the risk of cascading attacks. In multi-layer
networks, reinforced honest edges or nodes will mitigate the
potential for attacks to trigger a cascade, consistent with inter-
dependent network theory [17], [18].

C. Network-Centric Regulation Mechanisms

A network-centric regulatory framework comprises several
core components: consensus, contracts, privacy, and security
techniques. The four components define what can be seen, what
can be proven, and where intervention can be made. The configu-
ration of ordering and quorum protocols defines the length of the
critical path and the queuing of audit actions. The PBFT [8] algo-
rithm tolerates up to f faulty replicas using a three-phase commit
with 3f + 1 total replicas. HotStuff [9] uses quorum-certificate
chaining to achieve low communication overhead. To meet the
demands of BFT variants (e.g., SBFT [60] and Mir BFT [61]),
throughput improves through signature aggregation and batch-
ing [62]. This improvement enables audit batching and reduces
auditing delay. By implementing a Fabric-like architecture [7],
the segregation of endorsement, ordering, and validation enables
the audit committee to function independently while providing
a consistent view of cross-layer audit information. Both parties
can interpret regulatory standards into mathematical models that
enable the implementation of specific transactions in the transac-
tion network. A regulator can use rate-limit predicates to restrict
suspicious transaction flows by limiting transactions per second.
Once this threshold is exceeded, regulatory rules can be applied
through flow-obstruction mechanisms (e.g., freezing or isola-
tion). Regulatory authorities may use blacklists and whitelists
to adjust the granularity of interventions, minimizing collateral
impact. To minimize enforcement latency after an alert, enforce-
ment must limit critical-path latency, eliminate contract vulner-
abilities (e.g., re-entrancy), and ensure a verifiable connection
between evidence of enforcement and the enforcement decision.
Replay resistance increases the likelihood of verification [50],
[55], [63]. Audit records document a regulatory decision, and if
they contain sensitive data, that data must be kept confidential
until disclosure under a DP budget [29]. Regulatory authorities
may use contracts as control points to modify edges and weights
of identified high-risk subgraphs within a multi-layer network
while maintaining an auditable record of interventions.

Using cryptographic hardening and topology, interoperable
components may be operated by distinct operators without a
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TABLE I
REPRESENTATIVE WORKS ON CRYPTOCURRENCY REGULATION, ANOMALY DETECTION, AND PRIVACY FROM A NETWORK-CENTRIC VIEW

single point of failure. Cross-domain gateways must implement
thresholding techniques and distributed key generation to ensure
no single operator can produce imprecise cross-layer evidence.
Two-party and multiparty ECDSA [58], [59] and polynomial
commitments [57] can be defined as components that create
global trust while minimizing the size of audit records needed
for verification.

Off-chain technologies and deconstructed ledger technologies
also define how regulators will interact with fund flows in the net-
work. Atomic swap contracts with hash-time locks allow parties
to reduce counterparty risk by enabling a controlled exit prior
to failure. Herlihy [12] defines parameters for achieving atom-
icity of an atomic swap using hash-time locks. Lightning [13]
processes most transactions off-chain with on-chain settlement
guarantees. Perun [64] defines a framework for virtual channels
and hubs based on a limited number of on-chain contracts. In a
sharded or decomposed ledger, edges associated with each shard
can maintain a global root blockchain or validate shard edges,
changing how failures occur across partitions. ByzCoin [65],
OmniLedger [51], RapidChain [53], and Prism [54] show how
parallelism and collective authorization affect confirmation time
and the placement of audit records relative to events. These
design considerations identify where to anchor or verify cross-
layer audit records so that ex-ante regulatory actions remain
effective in the presence of partitions or confirmation failures.

III. NETWORK-CENTRIC REGULATION

In this section, we survey the literature along three axes:
(i) network-centric regulation that treats supervision as ex-ante
interventions on a multi-layer network, (ii) data-driven detection
that discovers subgraphs and edge patterns indicative of risk, and

(iii) privacy protection that constrains information flow without
severing evidence paths. In addition, we compare representative
works in Table I.

A. Cryptocurrency and Regulation

In Section. II, we discuss the chain-governing-chain abstrac-
tion, cross-layer evidence edges, and a short verifiable path
from alert to enforcement. We now discuss how prior research
implements these primitives in supervision architectures.

A representative example of regulatory architecture is sepa-
rating public settlement from permissioned execution or audit,
which promotes verifiable trails for traceability and policy en-
forcement [66]. The primary design question is how to attach
ex-ante interventions to short critical paths so that intervention
latency occurs before finality and evidence can be verified
across domains. Network risks remain, and supervisors should
be shielded from them. Propagation delays [84] impact fork
rate and observation coverage. Deanonymization at the peering
layer [85], eclipse attacks [86], and BGP hijacks [87] can affect
what a supervisor can observe or reach. Relays that modify
Erlay’s bandwidth and diffusion dynamics [88] also change
observability and the ability to act in near real time.

Ecosystems have become increasingly diverse, making in-
teroperability essential for supervision. Sidechains [11], hashed
time-lock contracts for atomic swaps [12], and payment-channel
networks (e.g., Lightning [13]) connect administrative domains,
where off-chain payment flows can be settled on-chain with
certainty. In these instances, succinct light clients and proofs
(e.g., FlyClient [50] and NIPoPoWs [55]) enable practical re-
mote validation of evidence at reduced costs of transporting
evidence between layers. Sharding and deconstructed ledgers
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bring supervisory mechanisms closer to execution through new
anchoring points and fault semantics [51], [53], [54], [65]. In
this multi-layer network, permissioned execution layers (e.g.,
Fabric [7]) provide an ideal home for audit contracts and ev-
identiary documentation. Anchoring-depth determination may
be supported via backbone-style rollback-risk analyses [89] and
tie-breaking rules [90]. Research examining the decentralization
of mining [91] provides insights into where cross-layer evidence
edges should terminate and where robust evidence exists.

The literature suggests a continuing movement from single-
chain settlement toward multi-domain value flows and permis-
sioned execution layers. However, most current architectures
lack a unified methodology for (i) positioning verifiable cross-
layer evidence edges with explicit trust and public membership
and (ii) associating ex-ante interventions with short, auditable
alert-to-enforcement paths.

B. Data-Driven Abnormal Transaction Detection

Graph-centric analysis of on-chain activity has raised interest
in analytic methods for these graphs. Initial work uses heuristics
to cluster transactions and identify addresses [5]. Later work uses
heuristics to identify wealth transfers and characterize addresses
based on behavior [6]. Methods for identifying anomalies via
statistical techniques, proximity methods, clustering, and graph
techniques have been developed and used [70], [92], [93]. An
example is OddBall [94], which identifies ego-networks that
deviate from power-law distributions. Recent surveys synthe-
size anomaly-detection methods, data sources, and evaluation
metrics for blockchain technology [95]. A highlighted point is
the trade-off between recall and operational cost.

Supervised and semi-supervised methods for detecting illicit
and fraudulent activity in cryptocurrency have been developed.
Examples include webs of Bitcoin transactions and classification
by GCNs [71], dissection of Ponzi schemes using features and
heuristics on Ethereum [96], and indicators of contracts and
behavior sequences related to schemes [97]. These methods
motivate architectures for fraud detection that combine Deep
Graph Infomax [72], GINs, and ensemble classification [98].
MDST-GNN leverages spatiotemporal characteristics of trans-
action data to identify local and long-term dependencies [99].
Methods for near real-time identification of subgraph anomalies
include FAST [73], which uses synopsis and dynamic states,
and SedanSpot [100], which identifies dense subgraphs from
temporal anomalies. Several recent surveys characterize the
spectrum of GNNs used to analyze blockchain-related data.

For regulatory enforcement, ex post classifiers achieve high
accuracy in identifying illicit activity, but delays limit their
leverage for settlement. Streaming detection systems trade some
accuracy for speed. Cross-ledger relationships enable cross-
self-consistent detection of abnormal transaction activity across
multiple blockchains [101]. Key components for operationaliz-
ing regulatory enforcement include processing time, calibration
thresholds, and explanation methods. It is important to calibrate
models to address false positives, as thresholds define business
rules for quarantining activity. The asymmetric rule structure
for data collection impacts network visualization because the

collected structure determines analysis visibility [84], [88]. BA-
SIA enhances dataset similarity using a blockchain-generated
index for similarity search [102]. These detection models can
establish conditions under which alerts map to quarantine, set-
tlement delay, or rate limits on subgraphs [103]. Cross-layer
commitments that ensure submission reliability shorten the
alert-to-enforcement window. Due to the limited explanatory
capability of many GNNs, tools such as GNNExplainer [104]
and PGExplainer [105] can provide subgraph evidence and
confidence for selected actions.

Overall, GNN-based and streaming detection advances be-
yond early heuristic attribution, but linking detection to ex-ante
enforcement remains challenging due to operational time frames
and regulatory complexity.

C. Privacy Protection in Cryptocurrency

Mixers, confidential transaction systems, ring signatures,
zero-knowledge proofs, and network-layer anonymity are differ-
ent components of privacy technology. Mixcoin [78] establishes
accountable mixing via escrowed transactions and a mecha-
nism for assigning blame for theft. CoinShuffle [106] creates
a decentralized CoinJoin-like model using layered encryption.
CoinShuffle++ [107] makes CoinShuffle efficient by using Ran-
dom DiceMix-style shuffling. TumbleBit [108] allows users to
send payments without being connected by using an untrusted
third party and cryptographic puzzles, and utilizing a cut-and-
choose procedure to allow the sender to verify the payment
without sharing payment information with the recipient. Zero-
knowledge proof techniques based on commitment schemes
(e.g., Bulletproofs [28]) can be used to hide the transaction
amount. Systems that use ring signatures or zero-knowledge
proofs can hide both the sender and the receiver while allowing
the public to verify legitimacy. For example, Zerocoin [26]
introduces an accumulation-based mint and spend, while Zero-
cash [27] introduces a shielded transaction model using com-
pact zk-SNARKs. Groth16 [109] creates efficient proofs for
general circuits, while ZEXE [110] can operate on encrypted
data. Privacy-preserving solutions for smart contracts include
Hawk [79], which compiles private smart contracts with an off-
chain manager. Also, zkLedger [82] provides private auditable
ledgers for enterprises, and Zether [111] enables confidential
payments for account-based blockchains. Privacy-preserving
solutions can also be enabled using two distinct phases (i.e., stem
and fluff) for message diffusion. Dandelion [80], [112] reduce
information about a message’s origin by separating diffusion
into stem and fluff.

Several surveys provide a network-centric view of these pri-
vacy mechanisms. Conti et al. [113], [114] examine security
and privacy issues in Bitcoin, including anonymization tech-
niques and countermeasures. Zhang et al. [115] provide an
overview of security and privacy mechanisms in blockchain
platforms, from consensus mechanisms and data-structure se-
curity to higher-level protocols. Bernal et al. [116] systematize
privacy-preserving solutions at the protocol and system levels,
and Satybaldy and Nowostawski summarize privacy-preserving
blockchain systems and deployment limitations [117]. Yin
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et al. [118] provide a complementary survey focusing on per-
formance trade-offs in permissioned and permissionless envi-
ronments. Differential privacy (DP) introduces calibrated noise,
enabling auditors to produce assurance about data accuracy [29],
[30], [119]. DP-SGD [31] enables practical DP through per-
example training. Reconstruction bounds [120] regulate what
can be inferred from responses, while secure multi-party com-
putation and trusted execution enable analytics and audits as in
SecureML [121] and Ekiden [122]. Authenticated oracles, such
as Town Crier [69], connect on-chain policy to off-chain data
via attestation.

For regulation, cryptographic privacy can provide precise
evidence of violations when proofs of policy compliance are
included with transactions. Long-lived telemetry systems can
rely on differential privacy because it is provably composable
and attenuates privacy loss [29], [30]. Network-layer privacy
includes origin metadata, but if relay paths and batching are
not aligned with supervision, observability may be reduced.
Ordering effects and MEV [75], [76] indicate that transaction
ordering can be used to assess privacy or fairness. Protocol
choices such as randomizing relay paths, randomizing batch
order, or committing before transactions become public affect
leakage and observability [88], [41], [9]. zkFabLedger [83]
integrates zero-knowledge methods with Hyperledger Fabric to
provide an audited ledger with privacy protection and regulatory
compliance.

Overall, privacy mechanisms enable regulated information
release, but they can under- or over-represent regulated signals
via ambiguous cross-layer evidence-generation frameworks.

D. Findings

The literature we review highlights three characteristics of
effective cryptocurrency regulation: (i) a short, reliable alert-
to-enforcement pathway to facilitate pre-finality ex-ante inter-
ventions, (ii) clearly defined cross-layer evidence-edge models
that incorporate auditable trust and membership assumptions
in multi-chain environments, and (iii) privacy mechanisms that
ensure verifiable but constrained information release (e.g., zk
proofs for minimal identity release and differential privacy for
long-term usage telemetry and reputation). Given this, we design
a dual-layer architecture with a permissioned auditing consor-
tium blockchain, cross-layer anchoring to a public transactional
layer, and privacy-preserving reputation release.

IV. CASE STUDY: AUDITDC

This section instantiates the above concepts via a case study
of AuditDC. It is designed atop a multi-layer network in which a
public transaction layer and a consortium auditing layer are cou-
pled by cross-layer anchoring edges [123]. In AuditDC, auditing
contracts act as network intervention operators that throttle,
freeze, or isolate risky flows before settlement, while privacy
mechanisms operate as local perturbations that preserve utility.
The goal is an auditable cryptocurrency transaction scheme
that supports transaction-data auditing and reputation recording
while preserving the privacy of reputation values [124]. Table II
lists symbols and their descriptions.

TABLE II
SYMBOLS AND DESCRIPTIONS

A. System Overview

Definition 1. Transaction (Txij): A transaction generated on
the cryptocurrency transaction blockchain. Let Txij denote a
transaction between users i and j, where Sigi is the signature
under the outgoing user’s private key, Sn is the transaction
serial number, PubKeykUTXO is the address of the k-th Un-
spent Transaction Output (UTXO), PubKeynew is the newly
generated transaction address, and V alue is the change amount.
A transaction Txij can be expressed as

Txij =

{
Sn, (PubKeykUTXO, Sigi),
(PubKeynew, V alue)

}
. (1)

Definition 2> Outgoing transaction (Txij,out): A transac-
tion fragment stored on the public blockchain for validation. It
includes the transaction serial numberSnout, a payment address
PubKeykUTXO, and an unlocking proof (e.g., Sigi):

Txij,out =
{
Snout,

(
PubKeykUTXO, Sigi

)}
. (2)

Definition 3. Change transaction (Txij,in): A transaction
fragment generated together with the outgoing transaction. It
includes the transaction serial number Snin, the new public key
address PubKeynew, and the change amount V alue:

Txij,in = {Snin, (PubKeynew, V alue)} . (3)

Definition 4. Transaction verification. This process veri-
fies the unlocking signature and UTXO for each Txij,out:
For UTXO-based cryptocurrencies, each UTXO is recursively
traced back to earlier UTXOs and ultimately to an initial mining
reward. For account-based systems (e.g., Ethereum), the account
balance must also be checked.

Definition 5. Transaction audit: This process constructs an
audit model from authoritative regulatory rules or machine-
learning techniques and deploys an audit smart contract on
the consortium blockchain. Once the contract is validated by
consensus, it evaluates transaction type, amount, and user repu-
tation, applies differentiated audit methods, and outputs whether
a transaction is normal or abnormal.

AuditDC Architecture: Fig. 2 shows AuditDC, an automatic
and decentralized cryptocurrency regulation scheme. Its back-
bone is a dual-layer architecture consisting of a cryptocurrency

Authorized licensed use limited to: BEIJING INSTITUTE OF TECHNOLOGY. Downloaded on March 25,2026 at 09:06:11 UTC from IEEE Xplore.  Restrictions apply. 



7504 IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 13, 2026

Fig. 2. The architecture overview of AuditDC.

transaction blockchain and an audit consortium sidechain [125].
The transaction blockchain establishes trusted transaction data
among users via distributed consensus and cryptographic mech-
anisms. The audit consortium sidechain executes audit contracts
and records audit outcomes, reputation values, and transaction
events, enabling traceability and follow-up audits [126]. More
specifically, the audit consortium sidechain is a permissioned
blockchain operated by a set of known entities (e.g., regu-
lated institutions). To satisfy certificate issuance requirements,
a regulator-operated Certificate Authority (CA) service is in-
troduced as a logically centralized component. It maintains
user identity registrations, binds verified identities to transaction
public keys or addresses, and provides these bindings to the con-
sortium auditing layer for compliance checks. Cross-layer audit
evidence is authenticated via threshold signatures produced by
notaries, implemented as a subset of permissioned consortium
nodes.

B. Audit Workflow and Contract Design

To avoid collusion risks, most cryptocurrencies adopt public
blockchains as their base platforms to enhance credibility and
security through open participation and monetary incentives. In
AuditDC, users involved in cryptocurrency transactions must
complete real-name registration to enable regulation and trace-
ability. AuditDC classifies transactions into different types and
treats each transaction request as a pair of outgoing and change
fragments Txij,out and Txij,in. The audit goal is to build
an audit judge model M that provides auditing functions for
different transaction types. The audit judge model M can be
programmed from simple regulatory rules and trained using
standard machine-learning algorithms such as deep learning,
support vector machines, random trees, random forests, and Gra-
dient Boosting Decision Trees [127]. The audit smart contract
is sketched in Algorithm 1.

AuditDC integrates an audit consortium sidechain with the
cryptocurrency transaction blockchain. Transaction information
is periodically transmitted to the consortium sidechain via the
audit contract. After identity verification by an authentication
node, the information is broadcast to other consortium nodes,
which reach consensus and store reputation values and au-
dit decisions. Nodes obtain decryption keys for transaction

Algorithm 1: Audit Smart Contract.

Fig. 3. The cryptocurrency transaction and audit workflow.

information via voting, enabling regulation and traceability. The
overall transaction and audit workflow is shown in Fig. 3.

1) User real-name authentication: The user submits iden-
tity information Msguser to the CA service on the au-
dit consortium sidechain. Upon successful authentica-
tion, the server signs the user’s transaction data with
its private key to generate a user certificate Ceruser =
sig(idmsg, PKuserId), and returns the response.

2) Cryptocurrency transaction: The payer retrieves the
payee’s public key address PubKeynewi and change ad-
dressPubKeynewj , and sends the UTXO with an unlock-
ing proof (signature) to the verifier.

3) Transaction verification (Tx Verify): On receiving trans-
action information, the verifier checks balance, assigns a
transaction number, and signs the transaction. The verifier
is a leader node on the transaction blockchain, selected
among worker nodes by the consensus protocol.

4) Transaction audit (Tx Audit): After verification, transac-
tion information is sent to the audit server and handled
by the audit contract. The contract classifies transaction
type (domestic vs. cross-border), assesses the user’s credit
status, and applies different audit rigor accordingly. The
audit result (“normal” or “abnormal”) is forwarded to the
next stage.
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Fig. 4. The overall consensus workflow.

5) Transaction block generation: If the audit result is normal,
the verifier broadcasts the transaction, which is stored in
the transaction blockchain through consensus.

6) User reputation update: In parallel, audit results are fed to
the reputation evaluation model, signed, and propagated
on the audit consortium sidechain, where the user’s repu-
tation value is updated by consensus.

C. Proof of Contribution Consensus Algorithms

Supervising cryptocurrency transactions via an audit con-
sortium sidechain offers two main advantages. First, user and
audit information is only broadcast to consortium nodes rather
than to all public blockchain nodes, mitigating linkability and
preserving transaction anonymity between users. Second, au-
dit contracts can automatically analyze transaction parameters,
detect anomalies, and require consensus verification among
consortium nodes. Existing consensus algorithms [128], [129]
are ill-suited for audit smart contracts, since they either consume
excessive resources or exacerbate the Matthew effect.

To mitigate resource waste, AuditDC employs a Proof of
Contribution (PoC) consensus algorithm tailored to transaction
audits. The overall consensus workflow is shown in Fig. 4.
PoC uses audit contributions of consortium nodes to establish
consensus, improving efficiency in computing and communica-
tion across the network. Upon receiving a transaction request,
a leader node is elected among participating nodes based on
contribution values, with higher-contribution nodes prioritized
within a time window. The elected leader coordinates consensus
and disseminates audit information. Worker-node contributions
are determined by online availability and completed audits. This
design reflects two considerations: (1) the stability and security
of a blockchain are positively correlated with the number of
active nodes, and (2) greater online participation fosters wider
adoption and higher reliability.

In AuditDC, the online-time contribution of a node is com-
puted as its online duration multiplied by a coefficient. The
overall contribution is evaluated by combining online-time con-
tribution with the number of completed audits:

C = α · Tonline + (1− α)Caudit, (4)

where α ∈ [0, 1] is a system parameter, Tonline is the node’s
online time, andCaudit is the number of audit tasks completed by
the node. Thus, larger α prioritizes stability and responsiveness
(more online participation), while smaller α prioritizes audit
workload contribution.

D. Reputation Value Model

The system evaluates the credibility of user transactions from
historical records. Accumulated reputation reduces the probabil-
ity of abnormal behavior and supports differentiated regulation:
users with high credit scores can be subject to lower-intensity
policies, while low-score users are regulated more tightly. Poli-
cies are implemented exclusively via smart contracts.

In the reputation evaluation module, a CA service is in-
cluded in the consortium setting to satisfy Know Your Customer
(KYC) demands. The CA establishes mappings between verified
identities and cryptocurrency public key addresses, and issues
certificates when required. A reputation-calculation contract
dynamically updates each user’s score from post-transaction
information and stores it across consortium sidechain nodes.
The CA service is operated by the regulator to meet trust
requirements, while reputation computation and storage are
replicated across permissioned consortium sidechain nodes.
This separation avoids centralizing the audit decision log or the
reputation ledger, while still enabling compliant identity binding
and accountable evidence anchoring.

After each transaction, a user’s record is labeled as a “nor-
mal” or “abnormal” transaction by the audit contract. The local
reputation value Lcred is then updated as

Lcred =
H(t)

T (t)
, (5)

where T (t) is the total number of transactions, and H(t) is the
number of normal transactions.

Once a transaction completes, the global reputation value is
updated by automatically triggering the credit-update contract.
After execution, the result is signed and uploaded to the consor-
tium. The global reputation model at the i-th update Gcredi is

Gcredi = Sig

(
Lcred

Gcredi−1

)
, (6)

The sequence{Gcredi}∀i forms a credibility blockchain for user
reputation, and after each transaction the audit contract updates
Gcredi and synchronizes it with the consortium blockchain.
Based on these models, the overall reputation value model Mr

is defined as:

Mr =
∑

i
Gcredi. (7)

E. Privacy Protection Via DP and Obfuscation

AuditDC combines transaction obfuscation with Differential
Privacy (DP) to hide transaction amounts and reputation val-
ues [130], as shown in Fig. 5.

Transaction amount hidden: Transaction obfuscation is a
standard privacy method in Bitcoin-like systems. A complete
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Fig. 5. The process of transaction obfuscation and traceability.

transaction may contain multiple outgoing and incoming frag-
ments. After verifying integrity, incoming and outgoing sub-
transactions are numbered. The k-th complete transaction Snk

includes all transfer-in and transfer-out sub-transactions:

Snk ∈ {Snout0 , Snout1 , . . . , Snouti ,

Snin0
, Snin1

, . . . , Sninj
}. (8)

when packaging a transaction, sub-transaction numbers are
attached to fragments and encrypted before being recorded
on-chain. Sub-transactions in a block are then shuffled and
broadcast in batches to public blockchain nodes as ciphertext
fragments, which provides obfuscation while preserving verifi-
ability. The encryption key is stored at regulatory nodes using a
key-sharing mechanism, and traceability is initiated via a voting
mechanism.

Reputation value hidden: To protect reputation privacy on
the consortium sidechain, AuditDC integrates a DP mechanism
into reputation hiding. Let datasets D and D′ have the same
schema and differ in at most one record (neighboring datasets).
A randomized algorithm M satisfies ε-differential privacy if for
any set of outputs SM and neighboring D,D′,

Pr[M(D) ∈ SM ] ≤ exp(ε) · Pr[M(D′) ∈ SM ], (9)

where ε is the privacy budget. In this paper, the Laplace mech-
anism is applied to user reputation values [131]:

M̂r = Mr + Laplace

(
Δf

ε

)
, (10)

where Laplace(Δf/ε) has scale b = Δf/ε and probability
density

P (x) =
exp

(
−|x|

b

)
2b

, (11)

and Δf is the sensitivity:

Δf = max ‖Mr(D)−Mr(D
′)‖1. (12)

Intuitively, Δf captures the maximum change in the released
reputation statistic when one transaction in the input dataset is
modified (between neighboringD andD′). LargerΔf or smaller
ε implies a larger noise scale (stronger privacy but lower utility),
while larger ε implies smaller noise (weaker privacy but higher
accuracy). The noise-added reputation value model M̂r is then

Algorithm 2: Reputation Value Hiding Based on DP.

broadcast as a consortium blockchain transaction to audit nodes
for consensus. This repeats until consensus is reached or the
time limit expires [132]. Algorithm 2 summarizes the DP-based
reputation-hiding procedure.

V. SCHEME ANALYSIS AND EVALUATION

This section presents the security analysis and an illustrative
evaluation of AuditDC.

A. Security Analysis

AuditDC incorporates regulatory compliance into Bitcoin’s
trustless architecture to reduce integrity and trust risks associated
with decentralized cryptocurrency oversight while adhering to
blockchain security risk classifications.

Decentralized trust: Audit smart contracts are executed by
the consortium and have replicated audit logs that provide
tamper-evident logging without reliance on a sole operator.
Practical BFT-style solutions (e.g., Tendermint [42] and Hon-
eyBadgerBFT [133]) demonstrate how replicated agreement
can survive network latency and message reordering, while
cross-ledger SoK studies [134] illustrate how committee se-
lection and threshold signing shape mutually agreed trust as-
sumptions among inter-chain infrastructures. The audit consor-
tium blockchain operates with known entities under a standard
permissioned-consensus trust model.

Transaction data security: AuditDC uses a consortium au-
dit sidechain to maintain a standing order of audit processes,
providing evidence that audits were ordered based on system
performance. The block containing proposed audit decisions and
corresponding evidence is finalized using PoC. Block proposal
and confirmation are limited to authenticated members of the
auditor consortium. Once confirmed, audit results are replicated
across auditors, providing integrity evidence against adversar-
ial manipulation and demonstrating adherence to best-practice
verification mechanisms [135].
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Privacy protection: The protection of confidential informa-
tion is achieved through: (i) the obfuscation of transactions and
encrypting all audit m-ready metadata to prevent those who
perform trades on the settlement layer from discovering their
identity, and (ii) the use of differential privacy when publishing
reputation releases. Each update satisfies ε-differential privacy.
Under the basic composition theorem, publishing k updates
yields an overall privacy guarantee of at most kε-differential
privacy. Thus, AuditDC is designed to consider reputation pub-
lication as an ongoing stream of data, with an explicit global
privacy budget that applies to all releases. This is intended
to ensure that cumulative leakage remains manageable while
maximizing utility for auditing.

B. Evaluation Setup

Experimental environment: We design and deploy an audit
smart contract on a Hyperledger Fabric network to support an
auditable supervisory mechanism. The contract detects anoma-
lous or non-compliant transactions by evaluating transaction-
derived parameters, aiming to balance regulatory assurance and
operational efficiency. Specifically, we use an Ethereum-based
network as the transaction substrate and realize the UTXO-style
transaction abstraction, while a Hyperledger Fabric network
serves as the consortium audit sidechain. The audit smart con-
tract is implemented in Go and deployed on Fabric. Transactions
from the transaction layer are relayed to Fabric via a cross-chain
relay service, which invokes the audit contract to record audit
decisions. To link the two ledgers, the relay periodically anchors
a timestamped commitment on the consortium audit sidechain,
enabling consistent cross-chain referencing and subsequent
verification.

Workloads: The workload consists of a 7:3 ratio of domestic to
cross-border payments. Transaction sizes follow an exponential
distribution with an average of 300 bytes of metadata per audit
call. The audit model M executes 12 rule checks by default. We
vary the transaction arrival rate, number of audit rules, and pri-
vacy budget ε to test performance under diverse conditions. For
metrics, we report (i) throughput as the number of transactions
that complete the audit-and-commit pipeline per second, and (ii)
latency as the time from a transaction being submitted to its audit
decision being finalized on the consortium audit blockchain and
anchored for verification.

Baselines: We compare AuditDC against three schemes:
(1) zkCross [136] is a cross-chain privacy-preserving auditing
framework based on zero-knowledge proofs and atomic swap
verification; (2) BASIA [102] is a blockchain-assisted search-
able integrity auditing mechanism with large-scale data arbitra-
tion; (3) zkFabLedger [83] is a privacy-preserving, regulation-
compliant auditing system with zk-SNARK verification.

Overall performance: As shown in Figs. 6 and 7, AuditDC
gets an average throughput improvement of 47.3% over the
baselines and reduces latency by 30.2% on average. The superior
performance of AuditDC primarily arises from its dual-layer
audit pipeline and lightweight cross-layer evidence verification.
Unlike zkCross and zkFabLedger, which require generating and
verifying computationally intensive zero-knowledge proofs for

Fig. 6. Throughput with varying transaction volumes against baselines.

Fig. 7. Latency with varying transaction volumes against baselines.

Fig. 8. Rule-privacy interaction with varying audit rules and budgets.

each audit task, AuditDC leverages lightweight threshold signa-
tures and batched audit execution to significantly reduce com-
putational overhead. Furthermore, compared to BASIA, which
relies on arbitration and searchable indexing mechanisms that
constrain scalability under high workloads, AuditDC achieves
higher concurrency and lower end-to-end delay by decoupling
transaction validation from audit computation and optimizing
cross-chain synchronization without compromising audit accu-
racy or security.

Rules-privacy interaction: Fig. 8 presents the trade-off be-
tween the number of audit rules R ∈ {3, 6, 12, 18, 24} and pri-
vacy budget ε ∈ {0.2, 0.5, 1.0, 2.0}. For each configuration, we
generate 1,200 transactions and evaluate both throughput and
detection F1-score. We treat the audit outcome as a binary detec-
tion task: a transaction is labeled positive if it violates at least one
rule in M, and negative otherwise. As expected, increasing R
raises computational overhead, while larger ε slightly improves
F1 by reducing noise. A clear Pareto frontier emerges: (R=12,
ε=1.0) provides a near-optimal trade-off (∼400 tps, F1≈0.911),
whereas (R=18, ε=0.2) marginally lowers F1 but significantly
decreases throughput.
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Fig. 9. Throughput and latency with different numbers of auditors.

Scalability with audit nodes: As shown in Fig. 9, we scale
the number of auditors from 4 to 32 to evaluate the system’s
scalability. This scalability advantage stems from AuditDC’s
contribution-driven consensus mechanism and parallel verifi-
cation pipeline. By dynamically distributing computationally
intensive cryptographic checks (e.g., signature aggregation and
rule verification) across a larger set of auditors, the system ef-
fectively amortizes the coordination cost. The latency decreases
correspondingly as the parallel processing capability expands,
with a performance plateau observed near 32 nodes, indicating
the point where network synchronization costs begin to balance
out the benefits of parallel computation.

VI. DISCUSSION

Evidence and finality: An important challenge is optimizing
evidence anchoring to reduce verification costs and increase
security. Key tasks include defining the granularity of anchoring,
avoiding replay attacks on anchors, and timestamped anchors so
that anchoring latency is balanced against reorganization risk,
which differs across finality regimes. Future research should
develop cross-layer budgeting models that optimize anchor
cost, data freshness, and rollback security under settlement-side
constraints.

Decision and privacy: The latency-sufficient, calibrated, and
audit-ready detection pipelines are required for valid ex-ante
intervention. Open problems remain in sustaining calibration
to maintain decision-path verifiability under data drift [137].
There are also issues in generating machine-readable evidence.
Privacy must be achieved through persistent accounting, budget
allocation for repeated releases, and binding guarantees attached
to verifiable audit trails to guard against iterative disclosure
attacks.

Governance: The governance of membership and resilience
will be critical for permissioned auditing layers. Proposed solu-
tions could include establishing verifiable audit logs for policy
revisions, outlining admission criteria, and linking audit actions
to operator attestation. Settlement governance needs to formalize
procedures for upgrades and emergencies. The goal is to remove
ambiguities related to single points of failure.

VII. CONCLUSION

This tutorial offers examples using a network-centric view
of cryptocurrency regulation in a multi-layered, interdependent
network. We model the transaction layer as connected to the
consortium auditing layer via an explicit anchor. We consolidate
prior work on governance, detection, and privacy as coordinated

network mechanisms rather than stand-alone analyses. From this
perspective, we use smart contracts as intervention primitives,
and implement privacy as constrained information flow with
evidence paths. As a case study, AuditDC demonstrates this
method by enabling ex-ante checks on an auditing blockchain,
anchoring consortium authority back to the transaction layer,
while maintaining differential privacy.
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